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Overview of presentation

Basics concepts of using shared equipment
Example booking using iLab website
Example booking using departmental website

Accessing data from equipment computers
— Public network

— No network

— Private network



Basics Concepts Behind Using Shared Equipment

Lots of different types of equipment available

— Department facilities available for internal & external users
(e.g. Electron Microscopes, XRD, Atom Probes etc.)

— OMCS equipment for commercial characterisation service
but also available to internal users.

— Research group equipment — some shared, some restricted
— other things that can be booked (e.g. software licenses)

Various methods of booking

— iLabSolutions, departmental internal website,
weblearn calendars, paper booking sheets, etc.

Training and Authorisation is required before booking
Access maybe free or may cost money (e.g.SRF’s)



Department Website: Equipment Booking

Department Website
Research Menu

- Research Areas

- Research Sponsors

- Equipment Bookings
- Equipment Help

- Etc.

Equipment booking:
Direct links to each
item of equipment

Note: iLab direct links
only go direct if user
is already logged-in

Note: if getting started
please read the Help
which contains a copy
of this presentation

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI PEOPLE

@ OxfordMaterials

Home * Research * Equipment Booking

Research Equipment Booking

Currently there are two equipment booking systems in operation:

= New iLabSolutions system - https://oxford.corefacilities.org
Equipment Booking = Old customwritten system - https://external.materials.ox.ac.uk/private/booking.php

Equipment Help . . . .
Please read the Help information about equipment booking.
Enterprise and Innavation Espedially see the T equipment booking guidance presentation.

Funding Opportunities

All Central EM, Begbroke EM, Atom Probes and OMCS equipment are on iLab whereas all Other equipment are still
on the old booking system. The links below take you directly to the equipment booking page (if you are already
logged-in to iLabl).

Central EM OMCS Other
1r FTIR General XRD

cary3000 UV-VIS TextureXRD

Fellowship Opportunities

0 LabRam Aramis RamanPIPS

Zeiss NVision FIB-SEM  Park AFM ULTRAMICROTOME

Zeiss Merlin EDX SEM Agilent AFM EPISTAGE

Zeiss Merlin EBSD SEM  Dektak CONFOCAL

Zeiss EVO SEM MicroXAamM SGRINSTRON

Jeol 5510 SEM Nanofocus RENISHAW

FEI FIB200 FIB Wolpert Microhardness NANOINDENTER
Polyvar Optical HOTNANOINDENTER

Begbroke EM Leica Optical NANCG200

Athena SWAN Jeol 2000FX TEM Nanosight COMSOLRF

ZetaSizer LUMERICAL

Jeol 2200MCO TEM/STEM Centrifuge HIGHBAY

Jeol 8404 SEM Mastersizer

Jeol 840F SEM BET surface area

Jeol 6500F SEM DSC

Zeiss Auriga FIB-SEM  TGA

Jeol 8800 EPMA DTA/TG

(Jeol 6480 LV SEM) TM3000 SEM

(TM3000 SEM) Sample Prep
XPS K-alpha

Atom Probes Jeol 6480 LV SEM

DAP MNanotest

LEAP

http://www.materials.ox.ac.uk/research/equipment-booking.html



http://www.materials.ox.ac.uk/research/equipment-booking.html
http://www.materials.ox.ac.uk/research/equipment-booking.html
http://www.materials.ox.ac.uk/research/equipment-booking.html

iLabSolutions — Getting Started

Internal Oxford users can login using university credentials

— Internal users are pre-registered or can self-register

External Users can register for an iLab account

— External users receive an email containing instructions

Logging in does not immediately grant rights to book any
equipment.

Existing equipment users have had their existing equipment
authorizations pre-loaded into the new iLab booking system.

New unknown users need to be authorized by core managers
— need to be associated with a Lab(Group) by the core manager
— need to be allocated a cost code so usage can be tracked and charged

— need to be trained and authorized to use each piece of equipment by
the owner/operator of the equipment before booking



iLabSolutions — Example booking Jeol 2000FX

Department Website

- Research Areas

- Research Sponsors

- Equipment Bookings
- Equipment Help

- Etc.

Equipment booking:
Direct links to each
equipment (if logged-in)

Note:

If already logged-in the
links go direct to the
booking calendar for
the equipment.

If not logged-in the
links redirect to the
iLab login & homepage.

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI PEOPLE

@ OxfordMaterials E

Home * Research * Equipment Booking

Research Equipment Booking

Research Areas Currently there are two equipment booking systems in operation:

Research Sponsars = New iLabSolutions system - https:

Equipment Booking = Old customwritten system - https:
Equipment Help

oxford.corefacilities.org
external.materials.ox.ac.uk/private/bocking.php

Please read the Help information about equipment booking.
Enterprise and Innavation Espedially see the T equipment booking guidance presentation.
Funding Opportunities
All Central EM, Begbroke EM, Atom Probes and OMCS equipment are on iLab whereas all Other equipment are still
on the old booking system. The links below take you directly to the equipment booking page (if you are already

logged-in to iLabl).

Fellowship Opportunities

Central EM OMCS Other
1r Jeol 3000F TEM FTIR General XRD
cary3000 UV-VIS TextureXRD
LabRam Aramis RamanPIPS
Zeiss NVision FIB-SEM  Park AFM ULTRAMICROTOME
Zeiss Merlin EDX SEM Agilent AFM EPISTAGE
Zeiss Merlin EBSD SEM  Dektak CONFOCAL
Zeiss EVO SEM MicroXAamM SGRINSTRON
Jeol 5510 SEM Nanofocus RENISHAW
FEI FIB200 FIB Wolpert Microhardness NANOINDENTER
Polyvar Optical HOTNANOINDENTER
PO Leica Optical NANOG200
Athena SWAN w Nanosight COMSOLRF
= ZetaSizer LUMERICAL
Jeol 2 1CO TEM/STEM Centrifuge HIGHBAY
Jeol 8404 SEM Mastersizer
Jeol 840F SEM BET surface area
Jeol 6500F SEM DSC
Zeiss Auriga FIB-SEM  TGA
Jeol 8800 EPMA DTA/TG
(Jeol 6480 LV SEM) TM3000 SEM
(TM3000 SEM) Sample Prep
XPS K-alpha
Atom Probes Jeol 6480 LV SEM
DAP MNanotest

LEAP

Notes: http://www.materials.ox.ac.uk/research/bookings.html



http://www.materials.ox.ac.uk/research/bookings.html

iLabSolutions — iLab Login Webpage

Example iLab booking:

iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage
Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

‘; hitps:/foxford corefacilities.org/account/login P-ac H iLab Organizer :: login ‘ |

E) @
oy @

Internal Oxford user

Click here to login or register usjpl your institute login and password.

External Oxford user

Login using iLab credentials O

If you don't have an account, please register for an iLab account.

Notes: starting from http://oxford.corefacilities.org



http://oxford.corefacilities.org/

iLabSolutions — Webauth authentication

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

= | https:/fwebauth.ox ac.uk/loginTRT=VCFzRowd03sEEzh L aOGTISVRKZZE%20F0C O ~ @ B & H University of Oxford Single .. ‘

H

Login

e is accessed via the University of Oxford Single Sign-On system

Please enter your Oxford username and password then click the "Login” button

e.g. abed0123

Not yet activated? Activate a new account

University of Oxford Computer Usage Rules and Etiquette

|

s"ﬁn.

Notes: iLab uses university webauth authentication
Enter your university SSO username and password




iLabSolutions — Webauth Confirmation

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

(= ' https:/fwebauth.ox ac.uk/lagin LP-alc H University of Oxfard Single ..

- sl

UNIVERSITY OF

l
i

Webauth =7 ‘@

University of Oxford Single Sign-On Confirmation |:|

The service you have requesled is accessed via the Universily of Oxford Single Sign-

On sysfem
Service: Shibboleth Identity Provider
Provided by: [T Services
Host:  idp.shibboleth.ox.ac.uk

You are logged in as user ou

P —

_ERRE

For complete security you should always close down your web browser once you have finished
working. Information on logging out.

ms0313. Not you?

Why is this page here?
Oxford University Computer Usage Rules and Etiquette

e,
o o

d

Notes: shibboleth confirms your identity so continue to iLab




iLabSolutions — Initial set timezone

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

e- | BB https:t/oxdord corefacilties arg/

L-ac H iLab Organizer :: Welcome! ‘ |

[ Mo =

>

Getting started

Please select your time zone from the dropdown below and click " Set"

Time Zone: | (GMT-04:30) Caracas

(GMT-04:00) Atlantic Time (Canada) ~
(GMT-04:00) Georgetown

Home Set (GMT-04:00) La Paz

(GMT-04:00) Santiago

(GMT-03:30) Newfoundland

(GMT-03:00) Brasilia

(GMT-03:00) Buenos Aires

(GMT-03:00) Greenland

(GMT-02:00) Mid-Atantic

(GMT-01:00) Azores

(GMT-01:00} Cape Verde Is.

(GMT+00:00) Casablanca

(GMT-+00.

+00:00) Edinbu
(GMT+00:00) Lisbon
(GMT+00:00) London
(GMT+00:00) Monrovia

(GMT+01:00) Amsterdam
(GMT+01:00) Belgrade
(GMT+01:00) Berlin
(GMT+01:00) Bern
(GMT+01:00) Bratislava
(GMT+01:00) Brussels
(GMT+01:00) Budapest
(GMT+01:00) Copenhagen
(GMT+01:00) Ljubljana
(GMT+01:00) Madrid vl
(GMT+01:00) Paris

info

info

Notes: If this is your first login to iLab you need to set your
timezone to “GMT 0:00 London”




iLabSolutions — iLab homepage

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

E=8) Eo =

£ - @ & @liLab Crganizer s Welcome! | | 3 o

‘ ao https://oxford.corefacilities.org’

iLab Sqllu;iqns

system upgrades (Sep. 2014) | leave iLab feedback | my profile | support | logout Greg Cook

\ Search cores and services... Go!

w Getting started

4% home

4 core fadilities Welcome to iLab Solutions!

hank you for registering for an iLab account. Please use the information below to help you get started. Feel free to contact support@ilabsolutions.com with any questions.

Best wishes,
The iLab team

Getting started

1. Click on the core facilities link in the left hand menu

2. Select a core from the list of cores

3. Onthe core's page, click the "about our core’ tab fo learn more about the available services
4 Torequest services, click the ‘request services' tab.

5. For cores with equipment, click on the ‘schedule equipment' tab

For detailed instructions with screenshots, please feel free to access the following manuals:
for standard cores: basic manual
for ling cores: scheduling manual

w Home
@ info | @

Notes: this is your standard iLab homepage.
All equipment is grouped into “cores”. Select list all cores.




iLabSolutions — Select core

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equipment
Select equip group
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

- sl

( https:/foxford.corefacilities.org/service_centerservice_center/Mab=my_institutions&s O ~ @ & H my_institutions ‘ | ) ok

iLab Sg‘lugio‘_n;

svstem uparades (Sep. 2014) | leave iLab feedback | my profile | support | logout Greg Cook

« Search cores and services... Go!

4 home
communications ()

< core facilities
list all cores

R manage groups
my labs Cores at my institutions
people search

Search for cores | ‘ Clear |

¥ Cores at University of Oxford

¥ Cores at Depariment of Materials at Oxford University

Core Name Primary Contact Email Phone Number/Ext
Dr Neil Young neil.young@materials.ox.ac.uk 01865 273655

Dr Colin Johnston colin.johnston@materials.ox.ac.uk 01865 283705

Notes: two Oxford “cores” — Electron Microscopy and OMCS
[Neil Young manages EM and Colin Johnston manages OMCS]
For this example we select Electron Microscopy




iLabSolutions — Select equipment group

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

| https:/foxford.corefacilities.org/sc/3 252 foxford-materials-access-to-electron-microsco O ~ @ & H equipment ‘ |

- sl

Aok

iLab Sg‘lugio‘_n;

« Search cores and services...

svstem uparades (Sep. 2014) | leave iLab feedback | my profile | support | logout Greg Cook

Go!

&t home Oxford Materials Access to Electron
ccccccccc tions (0)

Microscopy

< core facilities

R manage groups
my labs
people search

Schedule Resources

m @ OxfordMaterials

About Our Core | Schedule Equipment || Request Services | View My Requests | Contact Us

Listed below is experimental equipment in the EM facility which may be booked by approved users. For instruments based at Begbroke users

may need the minibus fimetable

Day slots are visually indicated on the calendar.
Make sure that you are not crossing the slot lines or reserving less than the slot length

The last slot on the calendar corresponds to the NIGHT SESSION.
By reserving the night slot you are allowed to use the equipment overnight
until 9 in the morning on the next day.

» Central Microscopes (9)

» Begbroke Microscopes (9

Notes: The EM core contains several groups of equipment

For this example we shall choose Begbroke Microscopes




iLabSolutions — Select equipment

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

hitps:/foxford.corefacilities.org/sc/3252/0xfard-materials-access-to-electron-micrasco O ~ @ & H equipment ‘ |

iLab Solutions

save money, save time

\ Search cores and services... Go!

4 home

communications (0)

Oxford Materials Access to Electron
Microscopy

< core facilities
list all cores

R manage groups
my labs

people search About Cur Core || Schedule Equipment || Request Services

Schedule Resources

OxfordMaterials

View My Requests | Contact Us

Listed below is experimental equipment in the EM facility which may be booked by approved users. For instruments based at Begbroke users

may need the minibus fimetable

Day slots are visually indicated on the calendar.
Make sure that you are not crossing the slot lines or reserving less than the slot length

The last slot on the calendar corresponds to the NIGHT SESSION.
By reserving the night slot you are allowed to use the equipment overnight
until 9 in the morning on the next day.

JEOL-2000FX TEM
description pricing

ectron ITIICTDECDPG
y ay book this equipment. Please refer to Jeol-2000FX userlist
Bonkmg Restr\ctmns One weekday session may be booked in advance
[E] users may also book one evening session. No restrictions on night and weekend sessions for [E] users.
Please also note the general EM booking rules.

JEOL-2010 TEM

description pricing

JEOL 2010 transmission electron microscope.

Only authorised users may book this equipment. Please refer to Jeol-2010 userlist

Booking Restrictions: One weekday session may be booked in advance,

[E] users may also book cne evening session. No restrictions on night and weekend sessions for [E] users.
Please also note the general EM booking rules.

Jeol-2200MCO

description pricing
JEOL 2200MCO Field emission monochromated aberration-corrected TEM/STEM.
To schedule please contact Dr Judy Kim or Dr Christopher Allen

The JEOL 2200MCOQ is a double corrected FEG
TEM/STEM with a unique double Wien filter
monochromator capable of providing an energy width of

B view schedule

4 view schedule

E8 view schedule

Notes: for this example we shall book the JEOL2000FX




iLabSolutions — Book equipment date/time

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

[E=E Ho ==

Q- hittps://oxford,corefailities org/equipment/ showy/ 254695425 4605 Trab=scheduled,_suic O ~ @ € H schedule ‘ | ka2

itan Solaton

system uparades {Sep, 2014) | leave iLab feedback | my profile | support | logout Greg Cook

« Search cores and services... Go!

-
&t home
communications (0)

JEOL-2000FX TEM (Oxford Materials Access to Electron Microscopy )

Retum to Schedules || Schedule || Description | Other Schedules

- core facilities
list all cores
Please click and drag on the calendar below to schedule time. This calendar is in (GMT+00:00) London
® manage groups
my labs

The last slot on the calendar corresponds to the NIGHT SESSION.
people search

By reserving the night slot you are allowed to use the equipment overnight
until 9 in the morning on the next day.

" refresh frequently =2 refresh events = legends & help

Day Week  Month Multi View Meoncdlay, Sep 22 — Sunday, Sep 28 Today < >

Mon, September 22 Tue, September 23 led, September 24 Sun, September 23

09:00 - 13:00
New event

Thu, September 25 Fri, September 26 Sat, September 27

Notes: Look at your desired date and time range (and any
exisiting bookings) Click&Drag booking. Coloured time limits.




iLabSolutions — Choose project cost code

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

=5 E=R(53
‘; < ‘ https://oxford.corefacilities. org/equipment/show/ 2546954254695/ ftab=schedule&_suic O ~ @ & || schedule | | I oo €5
~

Reservation details @Unsaved reservation - click save reservation Required forms

For: JEOL2000FX - Slot 1 £65.82/hr (trained users) - My Reservation | There are no forms required to make this reservation
Created on: September 23, 2014 14:26

Scheduled: oo e - 09/24/2014 | 13:00

note visible to anyone v

EvenfNotes: Greg Test Booking
@

Repeating event
| O Enabled
Use and cost of reservation
Sep 24 14 09:00 - 13:00

Total: £263.28 (4.0 hours)

Payment information:
Please enter the Cost Center

1|100.0 f |%|Select Cost Center...

total allocated &

Invite additional people to this event by email &
Please enter a comma separated list of valid email addresses

[=) save Reservation | | Cancel Changes

comments

Information about groups
» Younq, Neil (Oxford
» Billing info

» Shipping info

<

X Delete Reservation

add & comment

Notes: Check the details and select the project code.
A few people have real chargeable project code(s)
but most people are charged “imaginary” money.




iLabSolutions — Check booking is correct

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

(E=8 =R =
‘a https:/foxford.corefacilities.org/equipment/show/ 2 546954254695 Tab=schedule_suic O ~ @ & H schedule ‘ | ) ok
iLab Solutions

svstem uparades (Sep. 2014) | leave iLab feedback | my profile | support | logout Greg Cook

. Search cores and services... Go!

@ home JEOL-2000FX TEM (Oxford Materials Access to Electron Microscopy )

ccccccccc tions (0)
—_ Retum to Schedules || Schedule || Description | Other Schedules

< core facilities

list all cores

Please click and drag on the calendar below to schedule time. This calendar is in (SMT+00:00) London

R manage groups

my labs

people search

The last slot on the calendar corresponds to the NIGHT SESSION.
By reserving the night slot you are allowed to use the equipment overnight
until 9 in the morning on the next day.

" refresh frequently = Z refresh events = legends & help

Day Week  Month Multi View Monday, Sep 22 — Sunday, Sep 28 Today < >

Mon, September 22

ST September 24
09:00 - 13:00
JEOL2000FX

. Greg Test
Booking
- Slot 1 £65.82/hr
{trained users) -
My Reservation

Tue, September 23 Thu, September 25 Fri, September 26 Sat. September 27 Sun, September 28

Notes: check the details of your booking are correct




iLabSolutions — iLab logout

Example iLab booking:
iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage

Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

Qo| https:/foxford.corefacilities.org/

L& Co” iLab Qrganizer i Welcorme! | ‘

iLab quut\i_on_s

system uparades (Sep. 2014) | leave iLab feedback |

\ Search cores and

£ home
ccccccccc tions (0}

- core facilities
list all cores

R manage groups
my labs
people search

w Getting started

Welcome to iLab Solutions!
Thank you for registering for an iLab account. Please use the information below to help you get started. Feel free to contact support@ilabsolutions.com with any questions.

Best wishes,
The iLab team

Getting started

1. Click on the core faciliies link in the left hand menu
2 Select a core from the list of cores

3 Onthe core's page, click the 'about our core’ tab fo learn more about the available services
4 To request services, click the ‘request services' tab.

5 For cores with equipment, click on the 'schedule equipment' tab

For detailed instructions with screenshots, please feel free to access the following manuals:
for standard cores: basic manual
for ling cores: scheduling manual

w Home

@ info | ©

Notes: when you have made all your bookings, if you are using

a public/shared computer you must logout.




iLabSolutions — Close browsers warning

Example iLab booking:

iLab Login page
Webauth login
Webauth continue
Initial set timezone
iLab homepage
Select core

Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

== o =

—r . . "
L) )| B nttps ffocfor. corefaciltiesorg/sccountlogin £~ @& || B iLab Organizer login e

You are still logged in to this browser
session with your institutional credentials.
Please close all of your browser windows

to completely logout.

Notes: note that you are recommended to completely close
the web browser (all windows) to complete your logout




iLabSolutions — Logged out

‘; hitps:/foxford corefacilities.orgfaccount/login L~-ac H iLab Organizer :: login ‘ |

> @
% [
€53 @

Example iLab booking:
iLab Login page
Webauth login F——

Webauth continue P s st o st
Initial set timezone External Oxford user

iLab homepage "

Select core SsS—
Select equip group
Select equipment
Book equip date/time
Choose project code
Check booking

iLab logout

Close browser warning
Logged out

If you don't have gps®Tount, please reqister for

Notes: you receive confirmation of being logged-out.
But you still need to close the web browser...




Internal — Getting Started

The internal custom written booking system can only be
booked using university SSO credentials

All members of department are automatically pre-registered.
Other university members are prompted to self-register.

The old booking system does not enforce authorization
however all users must obtain be trained and authorized to
use each piece of equipment by the owner/operator of the
equipment before booking

Each equipment has booking restrictions, but it is up to the
users to comply with the booking restrictions.



Internal — Example booking XRD

Department Website

Research Areas
Research Sponsors
Equipment Bookings
Equipment Help

Etc.

Internal equipment
Booking system:
All “Other” equipment

Example booking of XRD

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI PEOPLE

@ OxfordMaterials

Home * Research * Equipment Booking

Research Equipment Booking

Research Areas Currently there are two equipment booking systems in operation:

Research Sponsars = New iLabSolutions system - https:

Equipment Booking = Old customwritten system - https:

oxford.corefacilities.org
external.materials.ox.ac.uk/private/bocking.php

Equipment Help
_ _ Please read the Help information about equipment booking.
Enterprise and Innavation Espedially see the T equipment booking guidance presentation.
Funding Opportunities
All Central EM, Begbroke EM, Atom Probes and OMCS equipment are on iLab whereas all Other equipment are still
on the old booking system. The links below take you directly to the equipment booking page (if you are already

logged-in to iLabl).

Central EM OMCS Other
1r Jeol 3000F TEM FTIR
100 TEM cary3000 UV-VIS S
LabRam Aramis RamanPIPS

Fellowship Opportunities

Zeiss NVision FIB-SEM  Park AFM ULTRAMICROTOME
Zeiss Merlin EDX SEM Agilent AFM EPISTAGE
Zeiss Merlin EBSD SEM  Dektak CONFOCAL
Zeiss EVO SEM MicroXAamM SGRINSTRON
Jeol 5510 SEM Nanofocus RENISHAW
FEI FIB200 FIB Wolpert Microhardness NANOINDENTER
Polyvar Optical HOTNANOINDENTER
Begbroke EM Leica Optical NANDOG200
Athena SWAN Jeol 2000FX TEM Nanosight COMSOLRF
Jeol 2010TEM ZetaSizer LUMERICAL

Jeol 2200MCO TEM/STEM Centrifuge HIGHBAY
Jeol 8404 SEM Mastersizer
Jeol 840F SEM BET surface area
Jeol 6500F SEM DSC
Zeiss Auriga FIB-SEM  TGA
Jeol 8800 EPMA DTA/TG
(Jeol 6480 LV SEM) TM3000 SEM
(TM3000 SEM) Sample Prep

XPS K-alpha
Atom Probes Jeol 6480 LV SEM
DAP MNanotest
LEAP

Notes: http://www.materials.ox.ac.uk/research/bookings.html
Click on the link to the equipment. (e.g. GeneralXRD)



http://www.materials.ox.ac.uk/research/bookings.html

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

Internal — Make booking

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI CONTACTS

@ OxfordMaterials 2]

Research Equipment Bookings
== w On-line booking for GeneralXRD
Booking Homepage | Previous | This Week | Mext | Userlist | MyBookings | Overview
DATE 9-11.00 11-13.00 13-14.00 14-16.00 ||_ 16-18.00 18.00 onwards
pron 06 | - = - E/Ra_shd -
Bhatti
=07 ~ =
4297 = Rashid 5 ¢ ochid Bhatti [ Asad Hameed " 2529 =
Bhatti Hamee: d
d 08 Ca I ar
bl o r o] ¥ Rashid shats [, 2shid - tum:
Bhatti Sundaram
T'\Ij 03 'l I~ _FIKLH"\E' I~ ESZE\ X F/S:E la
ot Sundaram drazz Pedrazzin
e e
:r_w - WV David :ﬁ’v.um;— :ﬁ’v.umg— - I
ct Icollins Sundaram Sundaram
| = r = |
ct
S:{‘ 2 | r r - |
pron 13 - - i_-'/ Susannah |- -
o Speller
[Tue 14 _E/SJEEFPEF ] ul ' 'ml 'md
o Speller
"f = o = = u o
I = r o] o] o r
i 17
. = o = = u o
A = r r o = r
St;‘ S o e = = = e

Notes: : Look at your desired date and times (and any existing
bookings). Tick tickbox to make booking. (e.g. 9-11 on 10t Oct)




Internal — Webauth authentication

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

B Webauth [ R CE T

EE

Login

This service is accessed via the University of Oxford Single Sign-On system.

Please enter your Oxford username and password then click the "Login" button.

Username

acbd1234 e.g. abcd0123

Having trouble logging in?

Not yet activated? Activate a new account

University of Oxford Computer Usage Rules and Etiquette

Notes: If not already authenticated enter your university SSO
credentials when requested.




Internal — Webauth confirmation

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

UNIVERSITY OF

OXFORD

University of Oxford Single Sign-On Confirmation

The service you have requested is accessed via the University of Oxford Single Sign-
On system.

Service: external.materials.ox.ac.uk
Provided by: Department of Materials

You are logged in as user wolf0156. Not you?

S

external.materials.ox.ac.uk

For complete security you should always close down your web browser once you have finished
working. Information on logging out.

Why is this page here?
Oxford University Computer Usage Rules and Etiquette

Notes: webauth confirms your identity so continue to booking
system on external.materials.ox.ac.uk (note change of address)



Internal — Check booking is correct

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI CONTACTS

@ OxfordMaterials 2]

Equipment Bookings

Logged-in user "biac0142" (Chris Akinela) Plaase LOGOUT when finished!

On-line booking for GeneralXRD
Serry. you are not allowed to modify other peoples bookings.

Booking Homepage | Previous | This Week | Next | Usedist | MyBookings | Overview | View Log | Logout

DATE 9-11.00 11-13.00 13-14.00 14-16.00 16-18.00 18.00 onwards
Mon 06 =

fon 08 | - - - Rashid F

o Bhatti

[ rasi 7 -

[e=07 = Rashid 2 pachid Bhatti 7 Asad Hameed | 252 =

= Bhatti Hameed

S 05 3 —

Wed 08 i~ I~ I~ ¥ Rashid Bhatt: Rashid " Kuma

o Bhatti [Sundaram
Thu 09 ¥ K - ¥ stella ¥ Stella

ct Sundaram Pedrazzini Pedrazz:
p—
Fri 10 d ¥ Kur ¥ Kur - -

= Cundaram  [[Sun daram
Sl S - = = r -
i = o = = o o
Mon 13 i~ I~ I~ _F/SJEEPF‘E}‘ 'l ul

¥ Spaller

-

(Tue 14 I Susannah I~ — — I~ I~

r Speller
o o = a a = =
T“E, o = u u = =

i 17

Wl = = = = = =
S = = = = =
S = o = = o o

Notes: Booking accepted and tickbox replaced with your name.
(e.g. Chris Akinola has booked 9-11 on 10t October)
The above screen also shows an example red alert message.




Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

Internal — logout

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI CONTACTS

@ OxfordMaterials 2]

Research Equipment Bookings

Logged-in user "biac0142" (Chris Akinela) Plaase LOGOUT when finished!

On-line booking for GeneralXRD

Serry. you are not allowed to medify sther paoplas baokings.

Booking Homepage | Previous | This Week | Next | Userist | MyBookings | Overvide | View Log
DATE 9-11.00 11-13.00 13-14.00 14-16.00 16-18.00 o or. =
Mon 06 =
fon 08 | - - - Rashid F
ck Bhatti
e 07 = i ¥ a
[e=07 = Rashid 2 pachid Bhatti 7 Asad Hameed | 252 =
=4 Bhatti Hameed
— = = g—
e 08 e = = ¥ Rashid Bhatti [ 2= [ fuma
t Bhatti [Sundaram
Tm_; 03 - - F‘ Kumar - ¥ stella ¥ Stella
ot Sundaram Pedrazzin Pedrazzini
10 Chric Akina ¥ David l_:’r.ma- l_:’r.ma- - -
ct lrolline Sundaram Sundaram
St = - = = r -
i = o = = o o
\“:,’- 13 i~ I~ — _F/SJEEPF‘E}‘ 'l ul
" Spaller
PN e
TJ__ 14 I Susannah I~ — — ' I~
ot Speller
il = = = = =
T“E[‘ o = u u = =
Fri17
Wl = = = = = =
S = = = = =
S = o = = o o
;;;;;; | XRD

Only authorized users should book this equipment: view GeneralXRD userlist

Booking restrictions:

Only book Ewo slots in advance, Lunchtime slots can enly be booked on the day. Only approved users who have
REGISTERED as XAD users by completing the B XRD acce

rm may use this diffractometer. Any problems

Notes: when you have finished booking equipment please
remember to logout, especially if using a public computer




Internal — logout confirmation

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

UNIVERSITY OF

OXFORD

‘ University of Oxford Single Sign-On Confirmation

The service you have requested is accessed via the University of Oxford Single Sign-
On system.

Service: external.materials.ox.ac.uk
Provided by: Department of Materials

You are logged in as user bioc0142. Not you?

external.materials.ox.ac.uk

For complete security you should always close down your web browser once you have finished
working. Information on logging out.

Why is this page here?
Oxford University Computer Usage Rules and Etiquette

Notes: logout requires further confirmation




Internal — close browser warning

Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

University of Oxford Single Sign-On Logout

Still Logged In!

You are still logged in to the University of Oxford Single Sign-On system. To log out completely you must
close down your web browser [How?] once you have finished working.

Cannot close your browser?

If you are unable to close down your browser, make sure you log out of all Single Sign-On services you
used, and log out of the Single Sign-On system using the button below.

Notes: Reminder to close web browser to complete logout.
Click proceed and then close the web browser.




Internal — superuser booking

EW! AD: TEACHING RI

HOME NEWS MISSIONS Al INTERNAL VACANCIES ALUMNI CONTACTS
@ OxfordMaterials 2]

Example booking:

Make booking

Webauth authentication
Webauth confirmation

Equipment Bookings
Logged-in user "wolf0156" (Paul Warren) Please LOGOUT when finished!

On-line booking for GeneralXRD
Booking Homepage | Previous | This Week | Mext | Useri

Check booking i t
g ps ¥ Rashid Bhatt
" =l lea T = = '@r
Logout
b7 ¥ Rashid Bhatt: ¥ Rashid Bhatt W psad Hameed W Asad Hameed
et (lGo T jeal I
. .
Logout confirmation
8 ¥ Rashid Bhatt ¥ Rashid Bhatt [¥ Kumar Sundaram
" =i =l =
Close browser
k] ¥ Kumar Sundaram ¥ stells Pedrazzini W Stellz Pedrazzini
<t lag T lea ™ ==l
[Fri
o |[Training/PJw ¥ David Collins ¥ Kumar Sundaram|¥ Kumar Sundaram
et (iGo T I==Lal FEI‘
H H [5=t
Other information: :
L] it lGo]l | G Gl o™ lGo] I
u

Superusers
U s e rI ists ':r sl a = ¥ Susannah Speller =
My bookings e e I

Superusers can:

-Make plain text booking
-Modify bookings
-Manage userlists

(Contact Paul Warren Notes: quite a few staff are “superusers” which allows free-text
if you want superuser) bookings and modifying other people bookings.




Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

Superusers can:

-Make plain text booking
-Modify bookings
-Manage userlists

(Contact Paul Warren
if you want superuser)

Internal — userlists

HOME NEWS ADMISSIONS TEACHING RESEARCH INTERNAL VACANCIES ALUMNI CONTACTS

@ OxfordMaterials =

Research Equipment Bookings
. e Logged-in user "wolf0156" (Paul Warren) Please LOGOUT when finished!
On-line Equipment Booking
Booking Homepage | Booking Overview | GeneralXRD This Week | View Log | MyBockings | Lagout

Userlist for GeneralXRD

Contact Us

University of Oxford Tel: +44 (0)1865 273700
Department of Materials Fax: +44 (0)1865 273789

Notes: superusers can also manage the equipment userlists




Example booking:

Make booking

Webauth authentication
Webauth confirmation
Check booking is correct
Logout

Logout confirmation
Close browser

Other information:
Superusers
Userlists

My bookings

Internal — my bookings

/@ OxfordMaterialg
. Future Equipment bookings
JFcome

Below is a list of your future backings on the departmental equipment booking systam.
2014-10-10 booked GeneralXRD1

fry Interests Number of future equipment bockings for Chris Akinela : 1

‘‘‘‘‘‘‘‘ l Recent Changes to Equipment bookings

auailable Below is a list of your 25 mast recant changes to the departmental equipment booking system.
2014-10-10 09:47: 26 user Chris Akinola booked General¥RD1 on 2014-10-10

My e
My g Number of log entries for Chris Akinala : 2 (limit 25)
My baol
Current Research
Projects Availabh
Paopls Lists

Group memberships
Telephone List
Buildings and Rooms

Username: hioc0142
1P: 129,67.85.132

Legout

Notes: some users find it useful to see a summary of their
future bookings and a history of all their changes to bookings




Accessing data from equipment systems

* Datais collected on an equipment control computer
» Data should be analysed on your own/group computer

* How to transfer data? - lots of different options...

— Equipment computer is on department network

* Windows file-sharing, Secure File Transfer, Netstorage, FTP, removable media

— Equipment computer is not on any network

 Removable media e.g. USB (but must be virus-free!)

— Equipment computer is on protected private network
* Transfer data via storage array at Begbroke (bbem.materials.ox.ac.uk)
* Transfer data via storage array in Holder Building (prem.materials.ox.ac.uk)
 Removable media e.g. USB (but must be virus-free!)



Data from Equipment on department network (cmd)

Example data transfer: Windows file sharing from the command window

Windows filesharing To open a command prompt on Windows goto: All

Secure File Transfer programs - Accessories - Command Prompt or got to

Netstorage 'Run’ and type 'cmd' in the box that pops up.

FTP The images below show an example connection to

Removable Media account ‘username’ in the STUDENT container on the
department server called FILES_STUDENT which results
in the file store being mounted as the Z: drive.

=10l ]
File Edit % avorites elp i i{'
C:\>net use * \\FILES_STUDENT\STUDENT |~ e 1 N |
The password or user name is invalid for \\FILES_STUDENT\STUDENT. (Peack » ()~ T | [ search | [ Folders X B |- } |
i s 1L i ! L |
» 'FILES_STUDENT’ : user |
m.l FILES_STUDENT : usernane Address ]__‘| Z:\testiusername L] a Go 1
nected to \\FILES_STUDENT\STUDENT . I
Folders X || Name ~
The command completed successfully. LZ} Desktop A =] testfile.txt
# [} My Documents
Bl ¢ My Computer
[#] % Local Disk {C:)
= _:: Student on 'Cluster Virtual CIFS Server (Files_student)' (Z:)
= 2 test
J username
[+ D Control Panel
# [5) Shared Documents L.I 4 l .L]

This method can connect to desktop computers, as long a sharing is enabled
e.g. net use * \\mydesktop\myshare /user:MyUsername

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html



http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare

Data from Equipment on department network (Run)

Example data transfer:

Windows filesharing
Secure File Transfer

Netstorage
FTP
Removable Media

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

21|

Open: “\,FILES_STUDENT'I,STUDENT

=l

OK Cancel | Browse. .. |

Windows file sharing from the Run command (Ctrl R)
The images below show an example connection to
account ‘username’ in the STUDENT container on the
server called FILES_STUDENT which results in the file
store being mounted under network neighbourhood
(without a drive letter).

This method can also connect to desktop computers,
as long a sharing is enabled e.g. \\mydesktop\myshare

Connect to FILES_STUDENT
2
s

Connecting to FILES_STUDENT

21|

User name: | ﬁ username

Password: |esssssee

™ Remember my password

o]

Cancel |

Muename =
File Edit View Favorites Tools Help | q',' ]
@Back il > B ? l / ) Search ‘l Folders ‘ =R s x n ‘ -‘ Q‘:‘ Folder Sync

Address I\_j \\Files_studentistudenttestiusername LI a Go

size | Date Modified ~

Folders X | | Name |
# ¢ Files_staff :] 2] testfile.txt
S| j Files_student
® L APPS
# o FIMLEAP |
® L/ GROUPZ
® L STAFF
=l & student
= 1) test
(&) isername =
4 | ;FI < |

0KB 18/06/2012 15:07

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html



http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare

Data from Equipment on department network (Map)

Example data transfer: Windows file sharing from map network drive
Windows filesharing The images below show an example connection to
Secure File Transfer account ‘username’ in the STUDENT container on the
Netstorage server called FILES_STUDENT which results in the file

FTP store being mounted as the Z: drive.

Removable Media .
This method can also connect to desktop computers,

as long a sharing is enabled e.g. \\mydesktop\myshare

0 x|
: 2| x
and assign a drive letter to the connection so that you can = ’? i s @ username = :JEIJ._]
access the folder using My Computer. A ! File Edit View Favorites Tools Help 1 o
AT
Specify the drive letter for the connection and the folder % X Y 4 »
that you want to connect to: Q Back ~ < ? > Search - Folders > | ¥ x n &

Drive: |2 vl Connecting t FILES_STUDENT Address I_) Z:\testiusername ;l a Go

Folder: IU,FILES_STUDENT\STUDEI‘ L‘ Browse... I Folders X Name
User name: v = =
Example: Y{serverishare = Iﬁ Lserniammie J {2 Desktap = = D5 _Store
I~ Reconnect at logon Password: I essesses & L) My Documents = ._.D?_Store
= My Computer [=] testfile.txt
Connect using a different user name, b
; : I~ Remember my password “w® Local Disk (C:)
Sign up for online storage or connect to & O @ S . y
network server. [=l 2% Student on 'Cluster Yirtual CIFS Server (Files_
E I test
(] isername
< Back Finish Cancel OK I Cancel I — - . . _r'.l
< | IR KI! | i

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html



http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare
//mydesktop/myshare

Data from Equipment on department network (SSH)

Example data transfer:
Windows filesharing
Secure File Transfer
Netstorage

FTP

Removable Media

File Commands Mark Session View Help

Address | | fmedia/nss/MNTfusers fwolf0 156/HOME

=B |

EE

=P fay & (B FindFies | Eg Download [ ¥ [ Properties = | E [ B 7
& ([ - 54l Queue v Transfer Settings Default M R
[ wolfo156 @materials2. materials.ox.ac.uk |;z Mew Session I
| <root> a|| Name = Ext Size | Changed | Right =
2y media & 1P1 14/10/2014 16:51:23 rwxr
E| | nss . Documen ts 06/06/2006 18:10:44 rwxr
é | MNT , emgroupl 04/02/2015 16:46:58 WX
B L users | Favarites 18/12/2013 15:29:42 e
E| | wolfo156 . My Application Data 20/03/2014 08:26:04 WX
ke My Desktop 18/12/2013 15:29:19 rwxrt
| FIMGROUP . My Documents 29/01/2015 11:10:24 rwxrf
L. 1) FIMLEAP . My Pictures 11/10/2007 12:07:28 r-Xr-
GROUP1 . My Recent 16/10/2014 10:20:31 rwrn
| . My Videos 21/10/2011 09:40:50 r-Xr-
= GROUPZ 55H-TESTS 10/04/2013 17:21:16 rwxre—
Bl HOME | Windows NT 5.1 Works... 04/02/2015 15:50:07 roxr
e 11 Windows NT 6.1 Works... 17/10/2014 17:07:59 Fwsr
i+ 4 Documen - bash histor 9B 31/01/2013 11:22:44 -
K| » /| | »
0Bof30,304Bin 10f 16 B SFTP-3 0:05:29 A

Secure File Transfer to Dept Fileservers using WinSCP Dq
WinSCP http://winscp.net/ is installed on most
departmental computers.

A -9

WinsSCP.exe

This client software can be used to connect to any SFTP
server, such as the department fileserver called
materials2.materials.ox.ac.uk

2l=101x]

(Desktops do not run SSH)

[0 Mew Site

[ emgroup@bbem

& emgroup@prem

& username@materials2

e~ gn ~]  aese | hen |

The file transfer window allows you to drag&drop
files from the local computer into your HOME
directory on the fileserver (or vice versa).

Equivalent software for Mac is http://cyberduck.io

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html



http://winscp.net/
http://cyberduck.io/
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html

Data from Equipment on department network (SSH)

Example data transfer:
Windows filesharing
Secure File Transfer
Netstorage

FTP

Removable Media

Please note that the Secure Shell Client software
shown below is no-longer supported
and no-longer works with the department fileservers
(Please uninstall this software if you still have it)

m HastName: materials2. materials.ox.ac.uk ‘ e I
=t}

Enter Password x|

e = coce

Port Number: Password: I‘“‘w

Cancel
Authentication Method: | <Profile Settings> &

After successful connection you are The file transfer window allows you to drag&drop
presented with the line command files from the local computer (left pane) into your
terminal window. Click the yellow folder HOME directory on the fileserver (right pane) or
toolbar icon to open transfer window. vice versa.

Comnected to materils2 materisks ox.c. 5k S5H2 - ses 128-cbc - Prnacnd -rone | 10528 )

=

.

2:materials2.materials.ox.ac.uk - default - SSH Secure File Transfer
‘Eﬂggﬁ\&ww«-mﬂm&h

@2 neloae s tE wr-En S8y ol en
|| £ Quikcomect J profies

| i1 KT} | |

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
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http://www.materials.ox.ac.uk/local/it/materials-fileserver.html

Data from Equipment on department network (Web)

Example data transfer:
Windows filesharing
Secure File Transfer
Netstorage (Web)

FTP

Removable Media

Transfer via Web through Netstorage on Fileserver

NetStorage is a web interface for accessing your files on the
department fileserver.
Visit http://netstorage.materials.ox.ac.uk/netstorage

After login, the webpage shows the file hierarchy similar to
usual. The internal menus can be used in conjunction with
the tickboxes beside each object to perform actions like

upload or download.

%) NetStorage - Mozilla Firefox (=] B3|
B [=) I | W e e
Fle Edt View History Bookmarks Tooks Help — = e LA el
{_iNetStorage +
| B [+l ,
Pllall=]-le » -l @ & 7 ox.ac.uk | hitps:finetstorage. materials.ox.ac.ukinetstorage/ Plall=l-lal 22
NetStorage NetStorage
® Novell Novell
Usec: User: ,username test.users. ma terials
Folders
] NetStorage B3 Folders File |Edit | View | Help Filter:* ]
= o The site Bey NetStorage o Name Modified
(7 DriveN@APPS T O testfile. txt 06/18/2012 3:07 PM.
=& Drive0O@username
Read netstorage.materials.ox.ac.uk

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html



http://netstorage.materials.ox.ac.uk/netstorage
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
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Data from Equipment on department network (FTP)

Example data transfer: Transfer via Web through Oxfile or FTP

Windows filesharing The university provides a file transfer web interface
Secure File Transfer http://oxfile.ox.ac.uk great for sharing large files.
Netstorage (Web) The department also provides an FTP server

Oxfile or FTP ftp://olympus.materials.ox.ac.uk which is suited to
Removable Media transferring lots of small files. More information is at
http://www.materials.ox.ac.uk/local/it/itftp.html

[Password for FTP available from IT staff upon request]

S— Bookmarks  Help
NIVERSITY OF O '1 N Rz { P —— —
xFile R . B

Al /ﬁ]r ¢ terials.ox  Username: | public : ) Quickconnect H

E ! |

SaEE - e — C = m ——
| Comm: ASY
el ._ ntering Passive M (: 67,86, . ,26)

Welcome to OxFile

Right niow, 12017 peaple are sharing 208812 flles using Oxflle

Oxford U
Oxiile is an easy way for members of Oxford University to share files with members, and with people outside the University. Individual files up to 25Gb in size may be
uploaded and kept on Oxile for up to 30 days. Plsase see the help for more Getails on largs files
| i
Set Setup and manage folders for Download files which
for non-Oxford users to send vou

other people are sending
to you

files |
Non-Oxford Use
f you do not have an Oxford University and sn Oxford user i shering fles with you, you il o a wes talweb aderess o upload or downlosd
fles. This addre H nomaly r: Ema\ oy b fla Ofl ot < he Osford User may prefer ,an r means. If you do
not haua the addre antact the Ouford User wha 1 shaing fies w1

F EE (Queve: empty e ,

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
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Data from Equipment not on any network (USB)

Example data transfer:
Windows filesharing
Secure File Transfer
Netstorage (Web)
Oxfile or FTP
Removable Media

Transfer via Removable Media
Possible options are USB pen drive or USB hard disk
or on older machines maybe even CD / DVD / Zip / floppy!

If the equipment control computer is not networked then
files must be transferred using removable media.

Since the reason for the computer not being networked is
likely to be security, it is ESSENTIAL that any USB device
being used for transferring files should have been scanned
with up-to-date antivirus software (on a networked
computer) and confirmed as being virus-free BEFORE being
connected to the equipment control computer.

Users are recommended to have a dedicated USB drive only
for use in transferring data off equipment control computers
(which can be reformatted regularly to prevent cross
contamination between different equipment).

Notes: Also see http://www.materials.ox.ac.uk/local/it/materials-fileserver.html
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Data from Equipment on private networks

Data from equipment
on private network:
Overview

Windows filesharing
Secure File Transfer

Private Public

Electron microscopes based in the Holder Building are all on
a separate secure private network with a storage server for
public file access (prem.materials.ox.ac.uk).

Electron microscopes and OMCS equipment based at
Begbroke are mostly on a separate secure private network
with another storage server for public file access
(bbem.materials.ox.ac.uk).

If the equipment is connected to a secure private network
(e.g. you cannot open a webpage) then the equipment

control computer should have a mapped network drive for
storing your data on the storage array. (e.g. Z:\\prem\data)

The files can be accessed (read-only) from the public
network either via Windows Filesharing or via Secure File
Transfer using shared “emgroup” username and password.

Notes: Data is on bbem or prem depending where the equipment is.
Shared read-only user account emgroup (password provided during training)




Data from Equipment on private networks (SMB)

Data from equipment Windows file sharing from map network drive

on private network: The images below show an example connection using
Overview account ‘emgroup’ to connect to the “2100” shared drive on
Windows filesharing server called prem.materials.ox.ac.uk which results in the
Secure File Transfer file store being mounted as the Z: drive. Similar drive
mappings can be used to connect to the other equipment
shares (e.g. merlinl, merlin2, 5510, arm200f etc.)

Similarly drive mapping to bbem.materials.ox.ac.uk to
connect to begbroke equipment data (e.g. omcs, 840f etc.)

iCJ Computer _ ol x|
< [ v Computer ~ v Search Computer O
\S/ (hed)
& ]
Organize ¥  System properties  Uninstall or change a program  Map network drive  Open Control Panel Jj‘j ~ i 1@,
[x]
= - o 2
& R Mo Netnaricorive Attempting to connect to \\prem.materisls.oxac.uk\2100... [ Favorites = * Hard DiskDrives(2)
What network folder would you like to map? &',OS (C) aDATA (E2)
Cancel want to connect to: Librari : :

Specify the drive letter for the connection and the folder that you want to connect to o Libraries “ Devices with Removable Storage (2)

iy D |2 I (-4DVD R Drive (D:) 4BD-ROM Drive {F:)

sk e Folder: [\prem.mate v %] "3 Homegroup * Network Location (3)

S| Example: \\se twork d ; B s :
% Reconnect  Enter youe pasiwerd o comec o ren. sl 0.5k 18 Computer #2100 (\\prem.materials.ox.ac.uk) (Z:) #3000f (\\prem.materials,ox.ac.uk) (¥:)
& os ) Cesmerlini (Vprem. materials.ox.ac.uk) (X:) Comerlin2 (V\prem.materials.ox.ac.uk) (W)
-— i
your document ctur u DATA (E2) 1 55510 (\prem.materials.ox.ac.uk) (¥:) Coevo (prem.materials. ox.ac.uk) (U:)
C® arm200f (Vyprem.materials.ox.ac.L Coofib (Yiprem.materials.ox.ac.uk) (T:) C#nvision (Viprem.materials. ox.ac.uk) (S:)
S# nvision (1iprem.materials.ox.ac.uk Carm200f (\iprem.materials,ox.ac.uk) (R:)
# fib ({\prem.materials.ox.ac.uk) (T:
C 5® evo (\\prem.materials.ox.ac.uk) (L

¥ 5510 (\\prem. materials.ox.ac,uk) IL]

Notes:




Data from Equipment on department network (SSH)

Example data transfer:
Windows filesharing
Secure File Transfer
Netstorage

FTP

Removable Media

departmental computers.

the EM fileservers
prem.materials.ox.ac.uk
bbem.materials.ox.ac.uk

Note that access to EM fileservers is READ-ONLY.

prem.materials.ox.ac.uk

bbem.materials.ox.ac.uk

Secure File Transfer EM Fileservers using WinSCP
WinSCP http://winscp.net/ is installed on most

0

e,

WinsSCP.exe

Use the shared “emgroup” account to transfer files out of

11« WinSCP Login 2l =10l ]
[0 Mew Site ession
& emgroup@bbem Eile protocal:
& emgroup@prem ey =
3 username @materials2
Host name: Part number:

=10 x] =1alx]
File Commands Mark Session View Help File Commands Mark Session View Help
Address || [3000F =} Address )/ =1
Senae Y & | 5 Fnd s = Fae > - @y 2 | B Find Fies | (23 Download AR B
@ [ - [ (5 Queue +[2] | Transfer settings Defauit - - B |E - [ 5 quene . Transfer Settings Default - -
= emaroup@prem New Session |
B [ <root> Name *  Ext | Size | Changed T Size | Changed [rughis
(-} 2100 2014 09/01/2015 14:27:07 19/01/2015 14:45:06 PR
- ) 3000f 2015 16/01/2015 14:48:27 04/02/2015 14:54:12
.1 5510 F Dilon 25/11/2014 16:30:45 03/02/2015 18:03:28
arm200f New Fold 18/09/2014 13:12:58 03/02/2015 15:41:15
2l evo | SMF 08/12/2014 13:23:39 25/01/2015 12:52:43
- fib 09/12/2014 14:04:57
-4 home 04/02/2015 16:29:41
homes 01/05/2014 08:37:36
merlint 21/01/2015 13:28:00
merlin2
nvisior
sw
| | »l 4 | 2
B Rl 0Bof0Bin0ofd SFTP-3 0:00:08
0Bof0Bin0of5 a SFTP-3 0:01:13 I 3 A

=
bbem 2=

User name: Password:

|emgrnup

Save v|

C

Manage v|

Close

Login |v|

Help

Notes:



http://winscp.net/

Data from Equipment on private networks (SSH)

Data from equipment Please note that the Secure Shell Client software
on private network: shown below is no-longer supported
Overview and no-longer works with the department fileservers
Windows filesharing (Please uninstall this software if you still have it)

Secure File Transfer

Secure Shell
Client

Authentication Methad

x
Password: I
Cancel
<Profile Settings> -

C# 2:prem.materials.ox.ac.uk - default - SSH Secure File Transfer
“ File Edit ‘iew Operation _indow Help

IEIEEIETY 19 DI S

“ &1 Quick Connect (] Profw

2] @ e =|ek x| S| o || dam e ek x| 7l e

w nuY o ew

Local Name £ | Size | Type i’ Remote Name £ | Size | Type -
- Libraries System F.. 2100 Folder
i%Homegroup System F.. . 3000F Folder

A pjw System F.. , 5510 Folder
18 Computer System F.. arm200f Folder
‘i Metwork Systeg F.. | evo Folder
@Control Panel SysteMF.. & ) FF. Folder «
< | 3 I K | _'I_j

Transfer | Queue |

£ \ Source File \ Source Directory | Destination Directory | Size | Status \ Speed [ Time |

The file transfer window allows you to
drag&drop files from the storage array
(right pane, read only) into your local
computer.

Each equipment is listed as separate
folders, within which should be users
own named folders.

Notes:




Any questions?

* iLab booking system queries
— Neil Young - manager of EM core
— Colin Johnson — manager of OMCS core
— Paul Warren — IT manager

 Department website queries
— Paul Warren — webmaster@materials.ox.ac.uk

* General IT queries
— Email queries to itsupport@materials.ox.ac.uk

— Guidance is on department website
http://www.materials.ox.ac.uk/local/it/



mailto:webmaster@materials.ox.ac.uk
mailto:itsupport@materials.ox.ac.uk
http://www.materials.ox.ac.uk/local/it/

